A novel optical frequency-hopping system based on distributed feedback laser integrated with an electroabsorption modulator is proposed and demonstrated. In the proposed system, a user's data are split into segments and modulated onto multiple optical frequency shift keying carries, therefore, a single wavelength of optical carrier only carries partial user's data. By this way, the security of optical communication system is improved. In this paper, we demonstrate an error free transmission through 32-km single mode fiber and 8-km dispersion compensation fiber with 2.5 Gb/s hopping rate and 10 Gb/s data rate. Meanwhile, we also compare and analyze the performance of the proposed system with different hopping rate and data rate.
Introduction
With the message capacity increasing, more and more personal, commercial and military information is transmitted by optical network. However, it is easy for eavesdroppers to illegally obtain users' data through fiber bending, evanescent coupling, splitting, etc. [1] . Therefore, it is important to improve the security of optical network in physical layer. Some methods have been demonstrated and researched such as optical code division multiple access (OCDMA) technology, which is a stealth transmission communication technology. In this technology, using a secure channel which is overlay onto a host channel in the existing fiber link to transmit a user's data [2] . Therefore, the secure user's data are converted into noise-like signal with low power density. However, adding an extra channel to transmit the secure user's data makes transmitter complicated. Further, a research has proved the secure user's data can be recovered by energy detector in an on-off-keying optical communication system [3] . Chaotic communication has been investigated as another one encryption technology [4] , [5] , whose core component is a laser with chaotic light output. A message is mixed or encoded into a noise-like chaotic signal in transmitter and recovered in receiver by two chaotic lasers [6] , respectively. However, this technology is difficult to use into a long-distance communication system since the encrypted signals are analog. In recent years, quantum optical communication technology [7] , [8] is widely investigated due to its absolutely security in theory, but due to various technical problems it still cannot meet the actual needs [9] .
Recently, optical frequency-hopping technology was proposed as a physical layer security technology [10] - [13] . In [10] , [13] , an optical frequency hopping (OFH) scheme was demonstrated and analyzed. As shown in Fig. 1 , a user's data are split into many data segments, and these segments are modulated onto different optical carriers in different slots. Therefore, it would be very difficult for eavesdropper to obtain the user's data without knowing the hopping sequence (HS) which is used to control which optical carrier transmits the data segments. In the OFH system of [10] , a field-programmable gate array (FPGA) chip was used to control the data segments hopping among several different wavelength optical carriers before inputting a fiber. And in the proposed system, a communication experiment with 2.5 Gb/s hopping rate and data rate was realized. In another article [12] , an OFH system based on phase modulator and delayed interferometer (DI) with 10.6 Gb/s hopping rate was demonstrated. However, owing to the fixed wavelength response of the DI, this technology is difficult to use for a wavelength division multiplexing (WDM) system. Hence, an OFH system based on polarization controllers has been demonstrated in our previous work, which has a well compatibility with the WDM system, meanwhile we also proposed a structure to make it simpler and more flexible.
In this paper, a novel OFH system based on a distributed feedback (DFB) laser integrated with an electroabsorption (EA) modulator (EML) is proposed and demonstrated. In this system, using a proposed transmitter based on an EML to generate optical carriers, so it is smaller and easy to control than [12] . A 1.25 Gb/s hopping rate with 20 Gb/s data rate system and a 2.5 Gb/s hopping rate with 10 Gb/s data rate system are discussed and demonstrated, respectively. Moreover, we optimize the proposed transmitter to adapt different communication rate and hopping rate requirements. The performance and feasibility of the proposed system was investigated by VPI transmission Maker.
Principle
For an OFH system, a transmitter which can generate two or more wavelengths in a high rate is very important. The optical frequency-shift-keying (OFSK) technology become a candidate, because an OFSK signal contains two wavelength optical carriers. Therefore, a multiple wavelength OFH system can be realized through cascading several OFSK transmitters [12] , [13] . An OFSK signal generated by a direction modulation DFB laser with 8 Gb/s to 20 Gbit/s was demonstrated and discussed in [14] - [17] . However, there is a problem that the amplitude of these two optical carriers in an OFSK signal are different due to the different bias current, so it would influence the quality of signal modulated onto the OFSK signal. An optical frequency-shift-keying (OFSK) technology based on EML was proposed to solve this problem [18] . As shown in Fig. 2 , using a constant current to drive the DFB laser and a hopping sequence (HS) to modulate it to generate an OFSK signal. Meanwhile, using another constant voltage to drive the EA modulator and an inverse HS to modulate it to compensate the intensity variation of the DFB laser output [18] , so an OFSK signal with uniform amplitude is generated.
In the Fig. 3 , the red and the blue line represent the optical modulation signal with a 2.5 Gb/s modulation rate before and after an EA modulator, respectively. As it shown, using the EA modulator can compensate the intensity variation of the DFB laser output very well. And the eye diagrams of these two situations are also shown in Fig. 3 . Based on this technology, a novel OFH transmitter is proposed as shown in Fig. 4 . In the transmitter, DFB1 and DFB2 lasers are modulated by inverse HS and HS which is generated by a pseudo-random binary sequence (PRBS) generator, respectively. Meanwhile, EA1 and EA2 modulators are modulated by HS and inverse HS, respectively. Consequently, two complementary OFSK signals with uniform amplitude are acquired. The OFSK signal spectrum of one channel is shown in Fig. 5 . In combination with the proposed OFH transmitter, an OFH system is demonstrated as Fig. 6 shown. In the system, two OFSK signals from EMLs are injected into two Mach-Zehnder modulators (MZM) and modulated by two users' data, respectively. By this way, one user's data are transmitted by two different wavelengths in time domain. Then these two modulated OFSK signal are coupled into fiber. In receiver, the modulated OFSK signal are demultiplexed into two optical carriers (λ1 and λ2). Then each carrier (λ1 and λ2) is split into two channels by a splitter. Meanwhile, one channel of λ1 (λ2) is injected into MZM3 (MZM4), and the other channel is injected into MZM5 (MZM6). Using the inverse HS and HS which is same as transmitter to modulate MZM3 (MZM6) and MZM4 (MZM5), then injecting the demodulated optical carrier from MZM3 (MZM5) and MZM4 (MZM6) into PD1 (PD2). Finally, the users' data (data1 and data2) are recovered.
Simulation and Result
In this paper, an EA modulator model is established through comparing experiment data [19] , [20] and a demo in the simulation software. And the measurement data and fit curve of its output are shown in Fig. 7 . The fitting function is: DFB laser model in the simulation software is used, and its length is 300 um. Meanwhile, the curve of output frequency (center frequency = 193.1 THz) and power versus the inject current are shown in Fig. 8 . As it shown, the frequency modulation efficiency is ∼1.4 GHz/mA, which means a 70-mA current difference can realize 100 GHz frequency shift.
According to the schematic diagram in Fig. 6 , an OFH system is established. The working process is demonstrated as follows. First, setting the bias current and modulation current of DFB1 and DFB2 to 130 mA and 70 mA, respectively. And setting the bias voltage of EA1 and EA2 to −1 V. Next, using an inverse HS and HS with 2.5 Gb/s to modulate the DFB1 and DFB2, respectively. And using the same HS and inverse HS to modulate the EA1 and EA2, respectively. Two OFSK carriers with uniform amplitude are acquired and the OFSK carrier of EML1 is as the blue line shown in Fig. 3 . The corresponding frequency modulation signal of EML1 is shown in Fig. 9 , and the frequency space is about 100 GHz. Then, modulating two 10 Gb/s uses' data (data1 and data2) onto these two OFSK carriers by two MZMs, respectively. Finally, after 32-km single mode fiber (SMF) and 8-km dispersion compensation fiber (DCF) transmission, the data are recovered by the receiver. The dispersion coefficient of SMF and DCF is 16 × 10−6 s/m2 and −64 × 10−6 s/m2, respectively. A bit error rate (BER) of data1 versus different received power is measured and shown in d line of Fig. 10 . The corresponding eye diagram is shown in f of Fig. 10 . When the hopping rate decrease to 1.25 Gb/s, the data rate can reach to 20 Gb/s. So, we can choose a fit hopping rate and data rate according to the actual needs. And its BER is also shown in e line of Fig. 10 . As Fig. 8 shown, the frequency space would change, when choosing different inject current. Hence, according to different application scenarios, using different modulation current can realize different hopping rata and data rate. For example, when the bias current and modulation current are 60 mA and 20 mA, respectively, the corresponding frequency space is 25 GHz. Changing the bias voltage of EA modulators to −1.1 V. An error free transmission through 32 km SMF and 8 km DCF with 1.25 Gb/s hopping rate and 5 Gb/s data rate is realized. Its BER of back to back and transmitting through fiber (32 km SMF and 8 km DCF) are shown in a line and b line of Fig. 10, respectively . Keeping the modulation current 20 mA of EMLs invariant and increase the bias current of DFB lasers to 80 mA, meanwhile, setting the bias voltage of EA modulators to -0.8V. As shown in c line and b line of Fig. 10 , the quality of signal is obviously improved in the same hopping rata and data rate comparing with 60 mA bias current.
Conclusion
In this paper, a novel optical hopping-frequency system based on an EML has been proposed and demonstrated. In the proposed system, users' data are modulated onto different OFSK optical carriers. Which means uses' data are split into many segments and modulated onto the optical carriers with different wavelength in time domain, hence the security of optical communication system is obviously improved. The error free transmission through 32 km SMF and 8 km DCF with 2.5 Gb/s hopping rate and 10 Gb/s data rate is demonstrated and verified. In addition, the OFSK transmitter with different bias current, modulation current, hopping rate and data rate are also discussed and compared. In the proposed system, a different center frequency (in this paper it is 193.1 THz) can be acquired through changing the grating period of the DFB laser. Therefore, a multiple wavelength OFH system can be realized by cascading several EMLs. So, the proposed technology has well compatibility with a WDM optical communication system by changing the grating period of DFB lasers.
